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The Dilemma and Breakthrough in Developing a Data Security Regulatory
System from the Perspective of Standardization

XU Linbo'  LIU Jingwei?
(1.School of Law, Jiangxi University of Finance and Economics; 2. College of Comparative Law, China University of
Political Science and Law)
Abstract: [Objective] The data security regulatory system comprises both legal norms and technical standards, with the
latter serving as the core component. Together, they govern activities across the entire data lifecycle. As standardization
efforts advance and data security safeguards intensify, there is a growing need to enhance the regulatory effectiveness of this
system. [Methods] By examining the structure of the existing data security regulatory framework, it analyzes the challenges it
faces. [Results] It is found that: On one hand, despite the rapid development of data security laws in China, the corresponding
standards system lags behind, facing issues such as difficulties in integration and coordination, limited capacity to keep pace
with emerging technologies, and insufficient implementation and supervision mechanisms. On the other hand, the referencing
of standards within data security legislation remains relatively conservative, lacking a comprehensive framework that

combines both direct and widespread adoption of standards. [Conclusion] To improve the data security regulatory system from
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a standardization perspective, it is essential not only to accelerate the establishment of a robust data security standards system

but also to promote the direct incorporation of existing standards into data security laws, thereby fostering stronger linkages

and interaction between legal and technical norms.
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