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Research on the Standardization of Data Security Risk Assessment for
Generative Artificial Intelligence

YiLei' YANG Zhong®

(1. School of Intellectual Property, Xiangtan University; 2 Department of Investigation, Hunan Police Academy)
Abstract: [Objective] To address the data security risks posed by Generative Artificial Intelligence (GenAl) technology, it
is necessary to establish a standardized data security risk assessment framework for GenAl. [Methods] Through situational
and normative analysis, the paper reviews China’s data security and GenAl regulatory documents and clarifies the logic
and pathways of standardized data security risk assessment for GenAl. [Results] The study demonstrates the necessity
of standardizing GenAl data security risk assessments, proposes initiation criteria grounded in legal-industry-technical
frameworks, and establishes the assessment around “data—data processing” axis, covering four dimensions including
processing activities, security management systems, technical measures, and personal information protection. [Conclusion]
The study contributes to prevent data security risks in GenAl, providing support for the development and implementation
of relevant standards.
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