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Research on Cybersecurity of Intelligent Connected Electric Bicycles
Based on ISO/SAE 21434 Standard

ZHANG Xinghui  LIU Jianjian HUANG Zhichen WANG Hao ZHENG Jing CHEN Liang’
(Xiamen Institute of Product Quality Supervision and Inspection)
Abstract: [Objective] To address emerging cybersecurity challenges for intelligent connected electric bicycles (ICEBs),
this study conducts cybersecurity research based on standards such as ISO/SAE 21434 to support cybersecurity
development and full lifecycle protection for such products. [Methods] This study pioneers the systematic application of the
Threat Analysis and Risk Assessment (TARA) methodology within the ICEB domain. Following the identification of five
core asset categories (including software and hardware) and their security attributes, the STRIDE method was employed
to uncover typical threat scenarios, with impact ratings conducted across multiple dimensions. Attack trees were utilized
to analyse attack paths, combined with CVSS to quantify attack feasibility, thereby constructing a risk matrix and defining
risk levels. Corresponding technical protection measures were proposed based on graded response principles. [Results] A

comprehensive cybersecurity analysis framework for ICEB was established. Typical threats such as remote hijacking, data

EEWHE: AXZ20245FFERTHEEERELRHFBOTRTE “ETAIRA N T FHEE FELLRMUBE AL (R
B %5 : 2024MK148) ; 202548 A7 4 T A 5 BAGT SRk BOAR A HT E ok R LT “% FDeepSeekty &
RREFRELARIAR” (HTERHME (2025)5875) %8,

TEEEN: KXE, Bid, BRIRT, AR T WAWKR ., 5N, B E%, FHMEREEL2%,

WRR, BB, HE, AT, B0 W R RS BAT R R ik BAR v | AL B SRTT R

16



2026, No.8

JOURNAL OF STANDARDIZATION

- Academic Discussion -

leakage, and channel unavailability were identified and risk levels were assessed. Targeted protective measures, including

multi-factor authentication, were proposed. [Conclusion] This study, accounting for the industry’s cost-sensitive nature,

provides theoretical and practical support for product cybersecurity development, full lifecycle security protection, and

collaborative security construction across the industrial chain.

Keywords: TARA; intelligent connected electric bicycles; cybersecurity; threat analysis; risk assessment
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